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2. Related work
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Table 1 — Lexical and syntactic features.

Features type Features
Lexical: 1. Character count (M)
character-based 2. Ratio of digits to N
3. Batio of letters to W
4. Ratio of uppercase letters to N
5. Ratio of spaces to N
6. Ratio of tabs to M
7. Occurrences of alphabets (A-Z) (26 features)
8. Occurrences of special characters: < > % | {}
[fi@#~+—"5"& + (21 features)
Lexical: 9, Token count{T)
word-based 10. Average sentence length in terms of
characters

11. Average token length

12. Ratio of characters in words to W

13. Ratio of short words (1-3 characters) to T
14. Ratio of word length frequency distribution
to T (20 features)

15. Ratio of types to T

15. Vocabulary richmess (Yule's K measure)

17. Hapax legomena

18. Hapax dislegomena

Syntactic 15. Occurrences of punctuations, . # 1: ;"' "
features (& features)
20. Occurrences of function words
(303 features)
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Disputed anonymous e-mails ensemble E

Phase 1: Pretreatment: cleaning, tokenization, and stemming

Bag of words representation of e-mails using
vactor space model

Phase 2: Feature Extraction: lexical, syntactic, structural, and
domain-specific features

/ﬁ-.RFF (Weka input format): each e-mail
represents one row in ARFF file

Phase 3: Discretization & clustering: EM, k-means, and bisecting
k-means
c, G, ]- ............ o[

. PN L%

Phase 4: Extracting Frequent Pattern (FP) based on user
threshold

[ Fric,) |[ FR(C,) | ................... [ FRC,) |

Phase 5: Extracting WritePrint (WP) by filtering the
overlapping patterns

WP (C,) WP (C,) WP(C )

Fig. 1 — Mining WritePrints {WP,,...,WP;} from anonymous
e-mails E.

4.2 Feature extraction
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Table 2 — Structural features.

Features type Features
Structural 21. Lines in an e-mail
features 22. Sentence count

23. Paragraph count
24, Presence/absence of greetings
25. Has tab as separators between paragraphs
26. Has blank line between paragraphs
27. Presence/absence of separator between
paragraphs
28. Average paragraph length in terms
of characters
29. Average paragraph length in terms
of words
30. Average paragraph length in terms
of sentences
31. Use e-mail as signature
32. Use telephone as signature
33. Use URL as signature
Domain-specific 34. agreement, team, section, good, parties,
features office, time, pick, draft, notice, questions,
contracts, day (13 features)

anwurlasaaialszluauansd 21 Tupnsed 2 [fustinaesdayanuanaienisdin@ulauuumssng nns

o o '

A7a4aU I BINARA T UAINANIFAUTLLAZANTINNILAIBIA FaLeNEaNENAIN1TDIUING VT I UITIA 113D

v o

anaazlduanszudnstiant duiusnsuzienizaesiade gaduiaan 13 A1Aldteasuin aan enron e-mail dataset

WAR99ENT9N 34 TUM13197 2

4.3 Clustering
Cluatering tflunszuaunisdanguimilaunulifaaiu Inadysiagyrunasesnisufilyminguaziinag

a 3 =

AdaAdeiuNeTuNgugs uinauaniauadaadsiules Tun1iadanisdAnunaesdiqy, Buadarianuadnanag

Aulugtuuunis@sumieuiu
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q

2 « recall(N,, C; ) = precision(N,.C,)

F(N,.C,) = - -
(Ne. Ga) recall(N,. C;) + precision(N,. C,)
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Table 3 — Feature items extracted from e-mail clusters of
ensemble E.

Cluster Message Feature F, Feature F, Feature F;
C
H F1,1F1,2Fl,3F2,1F2,2F2,3F3,1F3,2F3,3

Ca a1 0 1 0 0 0 1 0 0 1
Ca iz 0 1 0 0 0 1 0 0 1
Ca o3 0 1 0 0 1 0 0 0 1
Ca 19 1 0 0 0 0 1 0 0 1
Ca pis, 1 0 0 0 1 0 0 1 o0
C. e i 0 0 o0 1 0 0 © 1
Ca 73] 1 0 0 1 0 0 0 0 1
Ca s 0 1 0 1 0 o0 1 0 0
Ca e o o 1 1 0 o0 1 0 0
Ca H1g 0 1 0 i o0 o 0 1 ©
Ca H11 0 1 0 1 0 0 1 0 0

4.4 Mining Frequent Patterns (FP)
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Table 4 — Patterns extracted from ensemble E.

Cluster(C) E-mail(u) Pattern(P)
C1 M1 [F1. 2 F2 3, F3, 3}
L {F1, 2, F2 3, F3 3}
fs {F1, 2, F2, 2, F3, 3}
a4 {F1, 1, F2, 3, F3 3}
Ca Hy [Fl. 1 F2, 2, F3 2}
1e {F1, 1, F2, 2, F3, 3}
My [Fl, 1, F2,1, F5 3}
Cs ] [Fl. 2 F2,1, F3, 1}
iig {F1, 5, Fa 1, Fa 1}
Hao [Fl, 2, F2, 1, F3, 2}
H11 [Fl. 2 F2,1, F3, 1}

% F=F flunguaessanisdneueizendn pattern awad p Usznausian pattern P 1P = & guluniudl

anwuzsrenindu g-pattern Faet1vazuanslunigai 4, pattern P={F, ,F,.F,.} , avanauanainguad p,iiu 3

1,2?

pattern @liayu pattern P ilufatazaasdiuadlu E Noeflu P T pattern P 1ilu frequent pattern lunguaasdiuas E,

¥ o ! A ' o yaa o = ' '
fatiuayl P 1NN virewiniuluuegldniannanigaage suuunisadauaznulungs C ununga  frequent
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o
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AUzNITAIIN frequent patterns Usia cluster, §idtaaniunisaiagld min_sup = 0.4 AINATNTBY

o
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Table 5 — Frequent patterns (FP) extracted fromensemble E.

Cluster (C) Frequent Pattemns (FP)
Cy {F1, 2, F3 3,F3 3}
Ca {F1,1, F3 2,F3 s}
Cs {F1, 2, F2, 1, F3, 1}

4.5 Writing styles
o g 4 ¥ . o .
Writeprint - Wazszyasiiluntsipaanaasilaianyanals gUunuenaazutaiaaninnndiuila clusters
8197834t F, , utleann cluster C, uazC, 10U {F, ) 8892119 C, uaz C,. AU patterns {F, ,} uaz {F, )

¥ o

a aAa X, X < A A = < o . i
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b

@

WP,, WP} iludiagaiiiiuann clusters C,, C,, uay C,, uandlumnseil 6. aNaIumsnagiduaglnIngangesand

o

WP} Adaaugnldssyfillsunuiasaaesdinadilszasfing

Table 6 — Writing styles (WS) mined from ensemble E.

WaRRaIadAs writeprints {WP

Cluster (C) Writing styles (WS)
Cq {Fa s}

Cx {F1, 1, F2, 2}

Cs {F2 1,Fs 4}

5. Experiments and evaluation
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A 2 o o 17 oy
NARBINANERIAEATIARNATEIAUINTa A NER T Y
TWiINA 3 NGNIBINITNARBIATNAINLANFIN N1ULNNGN algorithm lfuri EM , k-mean Uaz bisecting
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F-Measure

Features type

Fig. 2 — F-Measure vs. Feature Type and Clustering
Algorithms (Authors = 5, Messages = 40).
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Fig. 3 — F-Measure vs. Features Type and Clustering
Algorithms (Authors = 5, Features = T; + T, + Ty + Ty).

lunqunimaasssellaruouesdlaeu (5) uazdnwuzngn (T, + T, + T, + T,) iuduAiad Arzes

F-measure WNTUAENTANA M NTeBINadsaTau uansluglh 3 uar 4 Tne K-means uaz bisecting k-means

90% lifn171@atud sy 40 damnuAaidau anseh EM Miuaidauta nsiinauaudandnsadisunuanlilain

40 walunneausiaany algorithm Tuseudng, EM Nanasatnesanifond 2 adneau waz bisecting k-means tfuidud

'
o

fupsnnndileWiauiy k-means 2810REY HAN1TETLNEANANTUTIBINGANTTH A 115U algorithms 1 Tumend
an190dn s
lunguNaI1nN189nN1aMAaed In the third set of experiments (Wan<lugii 4), fAdaNanTINANEIL
o = ' P ] . . R ° o
T,+T,+T,+T,uag 7UN 100 @Lumﬂluumxgmﬂu . A1 F-measure 28N bisecting k-means 404 0.91 4117UN1999N

NATUNGNNIINAAEY ATNUHUENTIIUNATBIATNNNTULNNGH ATUAAULLITAAAS NINNFNEITauluLNUNNITAAeS

a

5 ANAA NIARANNITNE 52312351 -



' o d‘d ° < & 1 o :I/ a dlal & 1 a/dl
FI’J’WNLLNLL?.I’W]ﬁﬂiz@‘]_lﬂqqﬂ’&’]l,i'ﬂﬁﬂﬂizﬂﬂﬁl k-means NINNIINN999N ANEUEAY 4 THA NBLNARFDL TN

al

o o = . . @ - Ao 4 A Ay ° \ % = ' °
/MNA 79 40 Bisecting k-means wunasiaannanan LHANHLTEUATUIUNIN LL@%H@NM?L%@U?NN’MWmsL“MQ_,I n1TuI
o o a Ax A o = ) e \ o o =<
UIUTITan1sanUe Lﬂumﬂw@ﬂquﬂquimimﬂqqqﬂﬂqﬂﬂﬂﬂ domain-specific words AgINNTENATEIN ANNINUUS
A o ¥ = -1 X \ ) = e v = \ a
7Y keywords ‘VlLaWﬁszJ"H'ﬂ\iQL"ﬂﬂutﬂﬁﬂﬁ‘zﬂﬂmLu@ﬂ%’mwuﬁﬁuﬂmmnmﬂﬂqmiu@LN@@LLlﬁmzaL’ﬂﬂu‘ﬂﬂNLﬂu‘M?z

ua199 EM Atfeauazainiaziliulgslaanisliunisimes

i E M =i~ K-Means Bisecting K-Means
1 -
0.9 p -
0.8
0.7
0.6 +
0.5
0.4
DB ¥ — p— —
0.2
0.1
g

F-Measure

3 5 10
Number of authors

Fig. 4 — F-Measure vs. Number of authors and Clustering
Algorithms (Messages = 100, Features = Ty + T2 + Tz + Ta).
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