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Abstract

Windows Mobile devices are becoming more widely used and can be a valuable source
of evidence in a variety of investigations. These portable devices can contain details about an
individual’s communications, contacts, calendar, online activities, and whereabouts at specific
times. Although forensic analysts can apply their knowledge of other Microsoft operating
systems to Windows Mobile devices, there are sufficient differences that require specialized
knowledge and tools to locate and interpret digital evidence on these systems.This paper
provides an overview of Windows Mobile Forensics, describing various methods of acquiring
and examining data on Windows Mobile devices. The locations and data formats of useful
information on these systems are described, including text messages, multimedia, e-mail, Web
browsing artifacts, and Registry entries. This paper concludes with an illustrative scenario

involving MobileSpy monitoring software.
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Table 1 - Summary of test device characteristics,

Manufacturer/model 0S version 08 build Radio version

HTC 5620 (Dash) Windows Mobile 6 Standard, 5.2.1236 177410.21 411361 B3.21.90

Motorala Q Windows Mobile 50, 5.1.19% 14960240 Q2-BP_C_06.08.11P, 02 Partable
Samsung i607 (Blackjack) Windows Mobile 5.0 with Messaging 151003.0.2

and Security Feature Pack, 5.1.342

Manufacturer/model : Motorola Q

Manufacturer/model : Samsung i607 (Blackjack)
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Table 2 - Potentially useful sources of evidence on Windows Mobile devices,

File Description

‘eemail vol An embedded database that stores information relating to communications,
including text messages and portions of e-mails, not incuding Gle attachments.

\pirm vol An embedded database that includes call logs (clog.dbj, address book information,
calendar items, speed dial details (speed.db), and to do tagks,

\Replstoriol A file replication database used to synchronize items on the device with data in

\My Documents\My Pictures
\My Documents\UAContents

\Documents and Settings\defaultiuser.hv
\Documents and Settings\defaulthv OR system . hv®
Windows\Messaging
VWindows\Messaging\Attachments
VWindows\Frofiles\puest

Windows\Favorites
Windows\eT9Cdb.Cdb and eT9Rudb.Rdb

another location (Microsoft, 208a),

A repository of photographs taken or downloaded by the user, This is the default
download location for pictures.

A folder with artifacts of user activities, including portions of MMS in " dat" files
and an MMS log hle.

The User Registry hive,

The System Registry hive.

A repository of viewed SMS and e-mail messages, stored in "mpb" files,

A repository of downloaded e-mail attachments in “.att” files,

Contains [ntermet Explorer history, as well as cache and cookie files, including
index.dar files.

Internet Explorer bookmarks.

Custom user T9 dictionary files,

a The location of the system Registry hive may vary. The Regstry value under HEEY LOCAL MACHINE\nit\Boot Vars\SystemHive contains the

full path of the system hive,
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remote disk 2 has 112392 sectors of 512 bytes -54.88Mbyte



SerialNr: 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

o o

wauusn lunisdinisaesmns Tusmanisdiuudadeyavenizianiasaiaasszuudaya

o

Ay y o Ao o < o = = a = o i~
‘V]iﬁll’] mwmmﬂmmmwmmmqmmmimiﬂmﬂwmmquﬂmmmmmmmuuu

a e . . dJ A dgj dl [ % [~ 3 o [ % nl/ <3
?ZUUﬂQUWﬂW? Windows Mobile “ﬁ\‘]ﬂ‘ﬂﬁ‘ZUULLZ\WWM‘Vﬂuﬂ’]?QﬁLﬂ‘i.l?.l’ﬂ?;lj@[ﬂ'?&l@'?ﬁ‘i_l PAIRINAINITN

'
@ Y =2 I o o o

THnaidenaasivundniudeyatenussafieyadnAtynan anviauainisdmssd Glunsarl 2 uw

a a

“ﬂqﬂﬂ’a‘ﬂiﬁ%lﬁmm%gﬁ’kﬁu) GuBUT 0 uazAnaan 57544704 bytes (112392 sectors X512 bytes)

D:\itsutils>psdread -2 0 57544704 E:\Samsung-i607.bin

remote disk 2 has 112392 sectors of 512 bytes- 54.88 Mbyte

SerialNr:01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

CopySDCardToFile (remote, 2, 0x0, 0x36e1000, C:\Samsung-i607.bin)

2 psdread 1ﬂﬁﬂaﬂuéquﬁugﬂmtﬁ?§famaﬁﬁwmumsuuﬂ@aﬁlm? Windows Mobile
m@%ﬂ”\imLﬂﬂﬂﬁﬁ%ﬁﬁ%gamimﬂ% odocread @4 pdocreadlaiiteausifiulisunsy
asotszlamiiviny ffq%m%\ﬁ]mmmLwiaxqﬂﬂmma@famﬂuzﬁquj uazLnseendeiulng

a &

Aafu chip APl @9a1aazaninifiunmaesdiayaimszanainnsaliunlunnauad

3.2 msplWatayangnay

nuudidnasasilenliazannsafimalnddoyangnauain TFAT ifludnusuninaesgilnend
dl .e:ll o a o . . o a e o =2 ¥
AeansfinuuuszuLlfIFEn1g Windows Mobile inmsnadiasziianaaznuiuglassallfenisd
A ey o/ 1 1 % % v 1 lﬂl %
Puresliddoya Aratnady poudnmata nnisuila a9 udlealsznevisesaindeyavesssuy
s TFAT uuginsnideansivinauuuszuudfifinig Windows Mobile  ainnsavinliflanulng
wazawefls Ayl 4 uassleszuulWdnléiann HTC S620 (Dash) lunieudsinlfiunlnald
psdread linwulnamaseias (subfolder) nnalf “Documents and Settings”

Tuunensdd dndrAyiau pim.vol linuannssuvlndnsaaey nisaseuluslaianysnd
fosszunlng Seliandnieginsnlindeun waziiaduluszunngirsesdiadinszif (Casey,2005)
gilassnaainisaiaauludussuuInduuginsnidesnsiinauuuszuun[iifniswindows Mobile
vnlutas Tnauansliiviudaniaing “DON'T DEL” siauwunisdin uavsssuanmnasuuilas

. < 44 Ay . o Y
ag9niiresglnIniindeun wantidssinnilinssiuiliuaaudiAtyresnimaaeuaingniies
nnwAsesiiedirsziginsniindeunietanist  fensaliluwinda  “Tool  Validation”

YAIUN AT



ITC-Dash-crdLabs - XACT - Images/Data/MEWINL 1 NVolume/cemail. vl -1
W Tools . Window  Help

dime gyl

v~ E s e o

I brppeDatafMS WA 1 W olume/cemoil, wol
1 1L 1NN RPOPISHTEat L netipostotfice worldnet ati ne

B MswINg, | - wailbost worldoet att net 465485 485465 I 1
= [ Unallocsted dusters with da 1 Ill ¥ PRP L RRD RRD B 0 BRD = 0 7 0 1F Q0
T chikai 41 é EisHeset you i1n the ea
£ il§ Epp & 1 0~ 1 EFL o onnn ane Yo
3 FAT O T O O L I T O T =T
i Fam1 RN tprr =l TblSHE.yll||||||:||||12D3H.4.';-E|l$| i
I FspFo Hg 1B3 I‘i‘llltlllllllll bfllll:glsl:::l:::?r: ||:|5-|:|
& Parthier bodk fiacind 0 UE0 OUE VEE DESEROEEY § | V&I have your package 11di
By s 4438509426 0144285094260 1dIEE 2 A 2 1T IVILLNRLNLAL
& [ Apphoation Data PEFRRRRRRRNNn 755000 0 o | S R e Y
# {3 Conrigr RO0 RRE N0 0 & RRE RRE UR® 40 UOE RED RDD DRRRNR] = [
3l Dooumasnts and Satting: I 1 adnd 1 pie Onnl TEISHSEIVRLERDANIRRI1Z0364 5 «07
e BTEfRRIRRIDE & " b= O B 2000 ATRRRNRE OFLRInnnn
s RORRFR RN RN RNl RERRNNRnneny 7 11 30 0o ¢ 0
il L3l My Documents B 0 R0D B0 DO0 RRN Q0D BB RRNQRMIEF B @ g L
¥ 8 Brocram Files B oANITH SulSe DRRRRERNRRN1dd 3ES0S4260 K00 2 F 4 &
& o Témp Pripms DRRDRRERRRRERRRESRRRRERRRRNE? 1 20 0 on  +
& 5 Windines ' Bt O I T O I O T O
- ifif g 11 1 VIREJ+120364 S1+12036 Sl :Vheze canow
L) semadval 0 B that is safef> 10 QQEY = O . @@ LE'OFL& 1DIVEINNN
L. i FIOEIRRRRFIRERREnnnnn7npidnnnne 1 01 g LIL 1 1
P BOE 0B = 07 0 0@ nRg 1 n@naon I 1 Enl
e R mting placeDs I0RIIAEIL O0) INIURIERED"N I
iy (AT i CE A N T O NI A T I
| MRty BORR0 REA BRD RER CEE RRR RRE RND RRD BEE ERD RRERRNN 4
1] meip_system, ol B0 000 b add20 JCASHENY:SC 108 5 a711a18 210 ATRISHT
i, vl TRERnIn -0 piftul krrlohkl 1158w tm camil. ne B RE @
[ Rupistervol - Ml r 5 I N N e N N R i

Fig. 4 = Windows Mobile file system wiewed using XACT with missing folders.

6

o % z;‘ll =2 Yy ¢=4I rdl dl [ a e
Amiugasspauanianisiifieyaldignay  uvginanideansivinamuuszuudfiifnng

Windows Mobile 1/31ng3nfin1sdausiviiiansnesinangnavsiaanisingiiuwuy oxFF 411840

tﬂ” 1 v a rtsl P4 A FZ & a a rtsly 2 z£| aAaal
m@mmu@ummmmiﬂ@wqﬂau @W’Q’ng;ﬂ’ﬂﬂ;l]@ﬁuiﬂtﬂﬂlﬁW]ﬁuﬁﬂqﬁﬁ]?qqqm?qﬁﬁﬁﬂﬂ’nﬁu’] TINT

Y KX v P 1 1 % % 1 o
PIENTRHANUTIVRELAEINATUININ AN UUIL AN UL AT

Q

doumatiansdiauentid  nisiazdszauanindrdagnandn  AullannaeslWdnaugn

=

[ 4 1 A a ¢=lla./ v 1 dl uI/ % o % 1 o
LAY ARuFAdNas imATianfnautinuanngn mwﬂﬂqummumﬁmmnumﬂm’mmLmu dump

v 1 1 1
a

dIQ =3 L7 ol A o = |dldll 6 o dl
(Mivaey) Deudanlnangnavenaazenlunisiiau Anaen anaziiagnauuuginenl A ludsinuy
wfudenn MMS visadenanu e-mail Asldneaasliiviuaseliluunanail arlianardrAnylH

| - p~ | P P o o o \ Aey - A
ATIRRADLDENNACLAE A ‘ﬂ’]@@z&lN@’am\m’mmﬁmslu%ﬁmj‘mﬂﬂﬂuﬂwﬂgﬂmuwmiumug?m ELUL?Q\T

A aulaluuneas

3.3 ﬂ’]ilﬁli’)’ﬂﬂﬂﬂﬂ”lﬂ‘ﬁ’ﬂﬂdﬂﬂ’mi

o

giinsnideans N uuuszuulfifnis Windows Mobile  ifivdasaunedaundidny 1yl

' '
o a

& ¢£I = o 1 o ¥ :; a o
pNqued g Faenanizlannndidyuaieesneleinlugiudeys surisseaziguanaaiy
NIFAFDADANT TRINNNITAARAD LATNANTAUNUINITNIAN (Microsoft, 2005, 2010) Faasinaigy
pim.vol insfasaresgiudeyaaisaume aafidu UssdAnisaunuimanedni uazdeenienig

Anslagaaseullan clog.do uazgudeyanlilunissiase Deuddinsdngduundeyalaiiu



pangluuuienans  wanednsuzredlNg  pimvol war cemailvol lfgnénsansiafulag

o

Eimunidsunsupeniomed pnduiussendnegudayanialy cemailvol Mhussenelslugn 5

pmallFolders
Folder ID ikt 0
Folder Name Message 1D
Parent Folder 1D Sander 1D
Protocol IPM Type Code
Folder Location SMS address
Class ID
fidr® pmailMsgClasses | | pmailNamedProps pmailAttachs
IPM Type Code 1 IPM Type Attachment ID
From Addreﬁs_ IPM Type Code
Message Subject

Received Timestamp
Last Accessed Timestamp
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Table 3 - Property identifiers for useful items within the
“pmailMsgs” database.

Property ID Description

Ooe BOOC Containg sender identification
information, such as a phone number
in the case of an SMS message.

O 8001 Containg the Interpersonal Message
(IFM) type code, which indicates the
type of message sent (e.g. SMS, MMS,
e-mail). The lookup table for IPM type
code resides within the “pmailMsgClasses”
database.

O OEQ0S Contains the Folder 1D in decimal form.
This must be converted into its hexadecimal
equivalent to determine the containing “flde"
database.
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REFPCET . IPM.Noke .OR H220B83603
REPCET . IPM.Hote . IPNNRN g22083 606
REPCET . IPM.Note . IPNEN A22083605
REPCET . IPM.Hokte .NDE g22083604
REPCET . IPM.Nokte . Statns 22083602
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Table 4 - Property identifiers for useful items within
“fAdr*" databases,

Froperty ID Description

(e B00S OID used as a lookup value.

(xOC1F From address (contact narme unresolved)

(x0C1A From address (contact name resolved)

00030 Denotes the message prefix, either
“Re: ", "Fwe Y, or " denoting reply,
forward, and null, respectively,

(0037 Message subject or, when applicable,
the message body if it is small enough.

Ot OEDG Message received timestamp.

(e 3008 Message last modified tirmestamp.

O 001A Lookup field, which links this database

to the “pmailMsgClasses"” database.
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Fig. 7 — Registry values on a Samsung i607 (Blackjack) device.
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